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Who am |?

e Not a security expert

YOURSELF

e An enterprise application developer

e \Worked for VeriFone
processing software,
Middleware and now
Software

Payment
HP e-speak, HP
HP Management

e Co-author of WSMF specifications, a
submission to WSDM, a TC of OASIS

e Author of J2EE Security for Servlets,
EJBs and Web Services
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Session Qutline

e Warmup

e User perspective of secure
communication

e Keys, Certificates and Certificate Stores
e Making things work
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Security warm-up Quiz

e TO secure your communication, you
should
— A) Use a firewall

— B) Promptly apply security patches to all
your systems

— C) Use a secure protocol such as SSL or
SSH

— D) Encrypt your data

Answer: (C)
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Security warm-up Quiz (Contd.)

e SSL provides security by
—A) encrypting data packets

—B) adding Message Authentication
Code (MAC)

—C) mandatory authentication of the
server by the client

— D) mandatory authentication of the
client by the server

Answer: A, Band C
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Security warm-up Quiz (Contd.)

e Alice wants to send a private message to Bob
with the assurance that the message was sent
by her and no one else. She should
— A) digitally sign the message with her private key
— B) encrypt the message with a secret key

— C) encrypt the message with Bob’s public key

— D) sign the message with her private key and then
encrypt it with Bob’s public key

Answer: D
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User Perspective of Secure
Communication

e Accessing SSL protected website from a
Browser

e Establishing SSH session to a remote
computer

e Sending sighed and encrypted emaill

e Exchange of WS-Security protected
SOAP messages
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Accessing SSL protected website -- Success

3 E*TRADE FINANCIAL - Microsoft Internet Explorer
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Accessing SSL protected website —
Security Alert

*TRADE FINANCIAL - Microsoft Internet Explorer i [m] B

File Edit Yiew Favworites Tools  Help ﬁ
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Website Requiring Client Certificate

Client Authentication d |

— |dentification

The *eb zite you want o view requests identification.
Select the certificate to uze when connecting.

Mare Info... | Wi Eertificate...l

] I Cancel |
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SSH Session between two computers
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Exchange of WS-Security protected
SOAP messages

o StringEchoService
Axis Client
Library Tomcat
AXis
EchoClient
WSSClientHandler WSSServiceHandler
Client JVM Service JVM
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Keys, Certificates and Certificate Stores

e Recap of cryptographic operations
e Key-pairs

e X.509 certificates, Certificate Signing
Request, cert-chains

e Certificate Stores

e PKCS standards: PKCS1, PKCSS8,
PKCS7, PKCS10, PKCS12
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Secret Key Cryptography ----- >

(DES, TripleDES, AES, ...)

Public Key Cryptography ------ >
(RSA, ..)
Digital Signature --------------- N

(RSA, DSA, ..)

One-way Hash (Digest) ------- >

(SHA-1, MD5, SHA-256, ...)

Message Authentication Code -
(HMAC-SHA1, ..)

M

| Cryptographic Operations

Se&Key Se&Key
—> | Enc(M) |——| M
encrypt decrypt
PugKey Pr\QKey
—p| ENc’(M) |=——p M
encrypt decrypt
PrvKey PugKey
v .

—#Sign M,Sig(M)- oy T/F
digest > HaSh(M)
SecKey

——> MAC(M)
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Storage format for Cryptographic Content

e Structure of the Cryptographic content is
define in PKCS series and a number of

IETF RFCs
e Syntax of the format is specified in ASN.1

e The data bytes are typically encoded using
DER (Distinguished Encoding Rules)

e Binary files may be converted to BASEG4
encoding with suitable header and footer.
This format i1s known as PEM (Privacy
Enhanced Mall).
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A brief note on tools

e J2SE SDK tools: primarily keytool
e JSTK (opensource software available
from and
authored by yours truly) utilities:
crypttool, asnlparse and certtool
e OpenSSL tools available from
. openssl|
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Working with Key-pairs

* API to generate, store and load keys (Java)
— java.security.KeyPailrGenerator

— java.security.KeyPalr
—java.security.PublicKey
—java.security.PrivateKey

* Format to store and exchange
— PKCSS (for private key), X.509
— PKCSI1 (for RSA keys)
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Restore RSA keysfrom encoded Bytes

PKCS8EncodedKeySpec prvKS = new PKCS8EncodedKeySpec(pkcs8Bytes);
X509EncodedKeySpec pubKS = X509EncodedKeySpec(x509Bytes);
KeyFactory kf = KeyFactory.getinstance("RSA");

PrivateKey prvKey = kf.generatePrivate(prvKS);

Publickey pubKey = kf.generatePublic(prvKS);
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Private key: PKCS8 Format on disk/wire

PrivateKeylInfo ::= SEQUENCE {
version INTEGER,
PKCSS8 Syntax Definition privateKeyAlgorithm AlgorithmIdentifier ,
privateKey OCTET STRING,
attributes [0] IMPLICIT SET OF Attribute OPTIONAL

M1 1BPAIBAAJBAOKW3MCzC4gttu82yaTRslal TrBgEIXBLc12r3QMFDOANBdqISU3
pa7h2Fz1sA8xuTLcDOwViviMi9lbdEZkO8sCAWEAAQJIBANaal QceEakAheP6gm6g

Private Key in PEM TQm62xchoePoZzKMnn+XGycBzLNOuwl 000NZ3JsAImnCubf7Z9mPob1E1ghap5CL
AEKCI1QD97E4XpKSgH2hC6ZNcYGmFAGIq+zwkOXzn2rtM1FUttQIhAOr+7tmumih3
(BAS E64) format hfj/VxKc61goosVxY37dOXVRKImMPNut/AiEAz1r/UpNilFeRfsLbUZ5x4iQgOpi7

PiGr/HJIEbbMFcOkCI1QCOxskXzKngl4 I tSVWVECPATLWKRPpVNr9VSPOEag+1QIlg
WJIyLpCXS/B00J99 IWOGY5CnFTOISt1KqruiEKFIJ1J0=
————— END RSA PRIVATE KEY-----
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Encrypted private key: PKCS8 Format
on disk/wire

EncryptedPrivateKeylInfo ::= SEQ
encryptionAlgorithm Algorithmldentifier,

PKCS8 Syntax Definition . encryptedData OCTET STRING

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-CBC,8458815C662CA54A

Private Key in PEM

TEECNd5FbptsbXqY2Q8TUpXGj YKyMEQKvV+nszpiW8y9s1 j/rsomgO 1Qwy I repnB/

(BASE64) format +Ws63MpSZPaj+6j Eqay/m8bhv8SvHFONOL 3gXck/2HZVAIQXYBWA/+144SQL3ByS
7hhH7hi18+Rs1fBN7gSznvw7mgum5tmHQbzhnZeRgm9Oh4bdBQhRyVYEMstUojFhGF
HeUD6L IWy 1VhLd3nh1/zVMAOh7H3XQFChelLAVpUdLHRPHIKMWJIH1 iN6yeyMg23xe
PDrPfGHmRREdde1 j ruNFbay3uD1dOhL/77xKVv7HTDDbpxFO1GDVmMToxvK1xmftw
pJOLcH3DQT/h+Ef4A6acJ3j29kzeckAQrQNBvUZM90oBrCcK5j iNULAtA12dM8Jb2
hYKxgkg2DNz4xmIKMz48/2V0mBVwWD4bX3v/wTxfOclE=
————— END RSA PRIVATE KEY----—-
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RSA Keys: PKCSI1 Format on disk/wire

RSAPublicKey ::= SEQUENCE {
modulus INTEGER, --n
publ1cExponent INTEGER -- e
b

Note: You convert PKCS1 formatted RSA keys to PKCS8 format and vice-versa.
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C:\jstk>bin\crypttool genkp -algorithm RSA -action save
KeyPair written to files pubkey.x509b(public) and prvkey.p8b(private).

C:\jstk>bin\crypttool printk -algorithm RSA -file pubkey.x509b -format x509

PublicKey::

Modulus : 121573501247750056474780417337476436190101349727055593513858847
23933656361057507268735414407860625330152695721284483638067076097105791581892097
011783941957

PublicExponent : 65537

C: \Jstk>b|n\asn1parse prvkey.p8b
0:d=1 hl=4 1= 341 cons: SEQUENCE

4:d=1 hlI=2 I= 1 prim: INTEGER :0

7:d=2 hI:2 I= 13 cons: SEQUENCE

9:d=2 hlI=2 I= 9 prim: OBJECT 11.2.840.113549.1.1.1
20:d=2 hlI=2 I= O prim: NULL

22:d=1 hl=4 1= 319 prim: OCTET STRING

C:\jstk>openssl pkcs8 -in prvkey.p8b -inform DER -out prvkey.pl \
-outform PEM —nocrypt

C:\jstk>openssl rsa -in prvkey.pl -inform PEM -modulus
Modulus=E81FE3BAB9B88C8EDO073BBABE7C5E3B8200ADF3C99C1461B26B17FBE4815A49112BEDDA
7AFOF52170DOF1EE1E792624CBEC672389C3B26D594938B32BESBF45
writing RSA key
————— BEGIN RSA PRIVATE KEY-----
M1 1BOWIBAAJIBAOgT47g5ulyOOACc7ur58XjuCAK3zyZwUYbJrF/vkgVpJESvt2nrw
. Skipped ...
Km8G4uw+URUF9PHFawP/X1FyZcktQ60rsDB/up/qqw==
————— END RSA PRIVATE KEY-----
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C:\Jstk>openssl genrsa -out prv.pl
Generating RSA private key, 512 bit long modulus
I T o o S

_________ ++++++++++++

e Is 65537 (0x10001)

C:\Jstk>openssl asnlparse -in prv.pl
0:d=0 hlI=4 1= 315 cons: SEQUENCE
4:d=1 hl=2 I= 1 prim: INTEGER :00
7:d=1 hl=2 1= 65 prim: INTEGER
:BF638B16AC256DA4313D23CCCE6GDEAE9B2B4B63F61224EFFD54C25F7DB5388B003214AB7EFAAD2DEOFG630DE2B1
768ECC76BEF43DB10D98095295A5952D2D8ES5
74:d=1 hl=2 I= 3 prim: INTEGER 010001
. Skipped ...

C:\jstk>openssl pkcs8 -in prv.pl -inform PEM -topk8 -out prv.p8b \
-outform DER —nocrypt

C:\jJstk>bin\crypttool printk -algorithm RSA -format pkcs8 —file prv.p8b

PrivateKey::

Modulus - 100238469571950571538905864294473256055395006280116976878789121
26191544537086695769704296191079386429337106001502028404961332130466399072493360308722437717
PrivateExponent: 578271214363841373383425075491011926841688572476412204073005950
3288980512659507630363557235865040274910701555612534270817306899690149969692763737018762817
PublicExponent : 65537

CRTCoefficient : 105870020175502657343738541271258292661684826283762455115345754674512351027694
PrimeExponentP : 108784197587424361303152826669761437785213185502630452507197935284451670711711
PrimeExponentQ : 36899381609860423230981742929419947471258965250351522095076650968072423196019
PrimeP - 114854928185958957464996484807503348446659844671369064906871443054743755633423
PrimeQ 1 87273982192263255883967320594947313054383009333151239797359647569185549785179
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X.509 Certificates: Tying additional
Info. with apublic key

/ NotBefore

/ Version ,
/// SerailNumber // NotAfter
/ /
,/ SignatureAlgorithm 7/ /,’
— Issuer S 7 . _
TBSCertificate e KeyAlgorithm
- : \ Validity s Kevval
SignatureAlgorithm | e eyValue
: \ Subject % P
SignatureValue \ P
\ SubjectPublicKeyinfo | .~
e 7/ .
\\\ [IssuerUniqueld] a Extensionld
: : id CriticalityFla
\ [SubjectUniqueld] - yrag
\ [Extensions] ExtensionValue

Self-signhed certificates === lIssuer iIs same as the Subject
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o A Certificate Store contains
— Certificates of trusted CAs
— Own certificates ( aong with private keys)
— Certificates of others

o Javasupports JKS and JCEKS certificate stores.
Also has read only support for PKCS12. Includes
Java APlsand CLI utility keytool.

» Windows and Netscape browser have their own
proprietary format with visua 1/f.
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Self-signed Certificate with keytool

C:\Jstk>keytool -genkey -keystore test.ks -alias testcert -keyalg rsa
Enter keystore password: changeit
What is your first and last name?
[Unknown]: Test User
What is the name of your organizational unit?
[Unknown]: Test Unit
What is the name of your organization?
[Unknown]: Test Org
What is the name of your City or Locality?
[Unknown]: Test Land
What is the name of your State or Province?
[Unknown]: Test State
What is the two-letter country code for this unit?
[Unknown]: Test Country
Is CN=Test User, OU=Test Unit, O=Test Org, L=Test Land, ST=Test State, C=Test Co
untry correct?

[no]: vyes
Enter key password for <testcert>

(RETURN i1f same as keystore password):

C:\Jstk>keytool -export -keystore test.ks -alias testcert -storepass changeit \

-file testcert.pem -rfc
Certificate stored in file <testcert.pem>
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C:\Jstk>type testcert.pem

2004

M1 1CaDCCAJECBEAUCMEWDQYJKoZ I hveNAQEEBQAWezEVMBMGALUEBhMMVGYzdCBDb3VudHJISMRMw
EQYDVQQ I EwpUZXNO I FNOYXR IMR IWEAYDVQQHEW1UZXNO I ExhbmQXETAPBGNVBAOTCFR1c3QgT3Jn
MR IWEAYDVQQLEwWIUZXNO I FVuaXQxE j AQBgNVBAMTCVR 1c3QgVXN I ¢ jAeFWOWNDAXMj UxOD 1 2NDFa
FwOWNDAOMj QxOD I 2NDFaMHsXFTATBgNVBAYTDFR1¢3QgQ291bnRye TETMBEGA1UECBMKVGVZACBT
dGFOZTESMBAGA1UEBXMJIVGVzdCBMYW5KMREWDWYDVQQKEWhUZXNO 1 EQyZZzESMBAGALUECXMIVGVZ
dCBVbm10MR IWEAYDVQQDEW1UZXNO I FVzZX IwgZ8wDQY JKoZ I hveNAQEBBQADGYOAM I GJAOGBAOKI
1JDRg/QdOh10J/m10PE54KogK2 i+ INnSGWgcdLzTpM8suXSQBNOUNC rxuCunkwgeo+QtgHYBWZ2d
in7XXNczSPgErLYA+QRNLZ2VyJ3wS/E6nOvGWSQTeKoOd t+7 TuMdgAoN j UHERhkkzCd/FxsqYBUB
KLQ/Ds+pSS9XiNtJAgMBAAEWDQYJIKoZ I hveNAQEEBQADGYEAYGN7X6KOMUYyWF9osxcjn lummopg
jiX/jncSghgxz27tFITXj1CznXZeZvbhfvIPTEL i F+ZjH/TVUa8chDvv7ms1HchgRyuX0z4F40Ys
RHT92LsdQbn IbMoUrtgYo I 2RMmSd+He18r5iscc2A6Dt0x23uYF2ghJBT jnzks8iPRRU=

----- END CERTIFICATE---—-

C:\Jstk>keytool -printcert -v -file testcert.pem
Owner: CN=Test User, OU=Test Unit, O=Test Org, L=Test Land, ST=Test State, C=Tes
t Country
Issuer: CN=Test User, OU=Test Unit, O=Test Org, L=Test Land, ST=Test State, C=Te
st Country
Serial number: 40140a61
Valid from: Sun Jan 25 10:26:41 PST 2004 until: Sat Apr 24 11:26:41 PDT 2004
Certificate fingerprints:

MD5: 45:D0:8B:FB:8A:4E:28:7E:A7:66:75:67:5B:26:7E:F7

SHA1: C1:DE:CC:AA:57:36:B8:20:63:5F-33:54:EB:5D:E4:8F:3B:C8:EF:96

Exercise: Produce the ASN.1 parse of a self-signed certificate.
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e Bob doesn’t know Alice. He cannot trust
any information she gives him.

e Many people, including Bob, trust
Charlie to verify identity and other info.
and issue unforgeable document.

e Alice shows a document issued by
Charlie and proves that the document
was Issued to her.

e Bob can now trust Alice to be Alice and
all the information contained In the
document.
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e In PKI terminology, Charlie is the CA, Alice is
the Subject, and Bob is the Relying Party.

e The unforgeable document is a CA signed
X.509 certificate.

e The mechanism to prove that the certificate
belongs to someone Is to perform an operation
that requires possession of the private key.
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PKI| Processes

CA gets its self-signed cert to interested
parties (distribution as part of OS, browser,
JRE, ...)

The subject forms a Certificate Signing
Request (CSR) and sends it to the CA

The CA creates a signed certificate and makes
It available to the subject

The subject stores the certificate along with its
private key for use by software applications

The CA makes available a list of revoked
certificates in Certificate Revocation List (CRL)
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Certificate Signing Request
*PKCS10 defines the
syntax for Certificate
| Signhing Request
va]iO) eDesigned to
) PUbKeyAlg minimize request size
Sig:::;:m [AZ‘;Kty] eUse of sighature

provides security
against
Impersonation

This differs from the

format for CSR
defined in RFC 1424

Signature
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CSR from self-signed cert. Using keytool

C:\jstk>keytool -certreq -keystore test.ks -alias testcert -storepass changeit \
-file testcert.csr

C:\jstk>type testcert.csr

————— BEGIN NEW CERTIFICATE REQUEST-----

M1 1BuzCCASQCAQAwWezEVMBMGALUEBhMMVGVZzdCBDb3VudHISMRMWEQYDVQQ I EwpUZXNO I FNOYXRI
- Skipped ...

aSTt+TvFGBSOJRII2WchHY9FvuOcwxDow7WdB31uz6UgLzN4vg61/bzsgnlw60F1

————— END NEW CERTIFICATE REQUEST-----

C:\jstk=bin\asnlparse testcert.csr
0:d=1 hl=4 1= 443 cons: SEQUENCE

4:d=2 hl=4 1= 292 cons: SEQUENCE
8:d=2 hlI=2 I= 1 prim: INTEGER :0
11:d=3 hl=2 1= 123 cons: SEQUENCE
13:d=4 hl=2 I= 21 cons: SET
15:d=5 hl=2 1= 19 cons: SEQUENCE
17:d=5 hl=2 I= 3 prim: OBJECT :COUNTRYNAME
22:d=5 hl=2 I= 12 prim: PRINTABLESTRING :Test Country
.. Skipped ...
136:d=3 hl=3 I= 159 cons: SEQUENCE
139:d=4 hl=2 I= 13 cons: SEQUENCE
141:d=4 hl=2 I= 9 prim: OBJECT :1.2.840.113549.1.1.1
152:d=4 hl=2 I= O prim: NULL
154:d=3 hl=3 I= 141 prim: BIT STRING
298:d=2 hl=2 I= 0 cons: [0]
300:d=2 hl=2 I= 13 cons: SEQUENCE
302:d=2 hl=2 I= 9 prim: OBJECT :1.2.840.113549.1.1.4
313:d=2 hl=2 I= O prim: NULL
315:d=1 hlI=3 1= 129 prim: BIT STRING
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Setting up a minimal CA (one time operation):

C:\jstk=bin\certtool setupca -password changeit
CA setup successful: cadir

Issuing Signed Certificate:

C:\jstk=bin\certtool issue -csrfile testcert.csr -cerfile testcert.cer \

-password changeit
Issued Certificate written to file: testcert.cer

PKCS7 defines ASN.1 syntax
and processing steps for
cryptographically protected
(signed, encrypted, digested,
...) content. Also defines
syntax for SET of Certificates
and SET of CRLs.
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- Looking at Cert-Path

C:\jstk=bin\certtool show -infile testcert.cer
CertPath:
CertPath Component: O
Certificate:
Data:
Version: 3
Serial Number: 1000
Signature Algorithm: SHAlwithRSA
Issuer: CN=JSTK Test Root CA, OU=JSTK Operations, 0=JSTK Inc, C=US
Validity:
Not Before: Sun Jan 25 15:19:00 PST 2004
Not After: Mon Jan 24 15:19:00 PST 2005
Subject: CN=Test User, OU=Test Unit, O=Test Org, L=Test Land, ST=Test State, C=Test Country
Extensions:
X509v3 Basic Constraints:
CA: FALSE
CertPath Component: 1
Certificate:
Data:
Version: 3
Serial Number: 100
Signature Algorithm: SHAlwithRSA
Issuer: CN=JSTK Test Root CA, OU=JSTK Operations, 0=JSTK Inc, C=US
Validity:
Not Before: Sun Jan 25 15:18:00 PST 2004
Not After: Sat Oct 21 16:18:00 PDT 2006
Subject: CN=JSTK Test Root CA, OU=JSTK Operations, 0=JSTK Inc, C=US
Extensions:
X509v3 Basic Constraints:
CA: TRUE, pathLen: 2
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|mporting cert-path into keystore

C:\jstk>keytool -import -keystore test.ks -storepass changeit \
-alias testcert -file testcert.cer

Top-level certificate in reply:

Owner: CN=JSTK Test Root CA, OU=JSTK Operations, 0=JSTK Inc, C=US
Issuer: CN=JSTK Test Root CA, OU=JSTK Operations, 0=JSTK Inc, C=US
Serial number: 64
Valid from: Sun Jan 25 15:18:00 PST 2004 until: Sat Oct 21 16:18:00 PDT 2006
Certificate fingerprints:
MD5: 6A:FA:E9:B7:CO:F0:79:CB:EB:1A:CE:34:0D:CF:5D:99
SHA1: A7:57:6D:B8:D1:98:88:28:AB:B5:36:EE:B6:43:81:C5:9C:3F:F4:4D

is not trusted. Install reply anyway? [no]: vyes
Certificate reply was installed in keystore

S S

CA cert Signed cert
testcert ——» prvkey

Key entry

test.ks keystore
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Moving around contents of a key-entry

JKS/JCEKS keystore
keytool cannot

export to PKCS12

format?! export import

PKCS12 (PFX) file
import import

export export
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C:\jstk=bin\crypttool export -keystore test.ks -storepass changeit \

-alias testcert -outstore testcert.pl2
Key entry exported to keystore: testcert.pl2

C:\jstk>keytool -list -v -keystore testcert.pl2 -storetype PKCS12 \

-storepass changeit -alias testcert
Allas name: testcert
Creation date: Jan 27, 2004
Entry type: keyEntry
Certificate chain length: 2
Certificate[1]:
Owner: CN=Test User, OU=Test Unit, O=Test Org, L=Test Land, ST=Test State, C=Tes
t Country
Issuer: CN=JSTK Test Root CA, OU=JSTK Operations, 0=JSTK Inc, C=US
Serial number: 3e8
Valid from: Sun Jan 25 15:19:00 PST 2004 until: Mon Jan 24 15:19:00 PST 2005
Certificate fingerprints:
MD5: D3:2E:DD:7B:93:FA:B0:84:57:E1:7A:1C:61:81:6F:A3
SHALl: 4F:CE:F4:F0:37:A7:A1:4F:D5:C0:EB:09:86:48:D0:BB:09:E7:5E:9A
Certificate[2]:
Owner: CN=JSTK Test Root CA, OU=JSTK Operations, 0=JSTK Inc, C=US
Issuer: CN=JSTK Test Root CA, OU=JSTK Operations, 0=JSTK Inc, C=US
Serial number: 64
Valid from: Sun Jan 25 15:18:00 PST 2004 until: Sat Oct 21 16:18:00 PDT 2006
Certificate fingerprints:
MD5: 6A:FA:E9:B7:CO:F0:79:CB:EB:1A:CE:34:0D:CF:5D:99
SHA1l: A7:57:6D:B8:D1:98:88:28:AB:B5:36:EE:B6:43:81:C5:9C:3F:F4:4D
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Making things work

e \Web Access over SSL

— Setup Apache Tomcat for SSL (w/o requiring
client certificate)

— Setup requiring client certificate
* Exchange of signed and encrypted mail
» Key-based authentication for SSH

o Web Services with WS-Security
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Certificate Signing Reguest with Keytool

Generate keypaia
[ 2 WINNT sy stem 32 ,cmid.exe =

ol

.

M rehass hanaert ' Create certificate
Mo G 1 BADASMRowGAY DUGQDE . N NN Signing request

L Tl
L T
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Getting a CA signed Certificate

e Contact a well-known CA
(VeriSign, Thawte, ...)
e Setup Your Own CA

—Use JSTK (Avalilable under an OSL
2.0)

—Use OpenSSL
—Others ...

% MARCH 15-19, 2004, SANTA CLARA, CA



ADVANCE YOURSELF

2004

Setting up your own CA

eGet JSTK s/w (Jstk-1.0.1.zip) from

eUnzip the distribution in your working directory.
eChange Directory to jstk-1.0.1

eExecute: bin\certtool setupca —password
changeit

=5 WINNT system 32 cmd.exe

C:spankajstempsJETK—1™1 .1 *hin~certtool setupca —password capass —storetype JKS E
CA zetup successful: cadir

C:spankajstemps JSTHK-1™1 .1
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|ssue Signed Certificate

[%] C WINNT  system 32 crnd.exe

C:wpankajstemp JSTK—-1™1 .1 >*bhin~certtool iszsue —csrfile dreamsite.cszr —cerfile drel’
amzite.cer —password capass
Izzuned Certificate written to file: dreamsite.cepr

C:wpankajstempJSTK—-1™1 .1 >*bhin~certtool show —-infile dreamsite.cer
CertPath:
CertPath Component: @
Certificate:
Data:
Version: 3
Serdial Humber: 18086
Signature Algorithm: SHA1withRSA
Issuer: CH=JETK Test Root CA, OU=JETK Operations, O=JSTK Inc., C=U%
Validity:
Mot Before: Wed Jan 14 13:19:-88 PST 20084
Mot After: Thu Jan 13 13:17:880 PST 2085
Subject: CH=uwuy.dreamsite.com
Extensions:
H5H@%v3 Basic Constraints:
CA: FALSE
CertPath Component: 1
Certificate:
Data:z
Uerzion: 3
Serial Humber: 1606
Signature Algorithm: SHAlwithRSA
Iszner: CH=JSTK Test Root ChA, OU=JSTK Operationsz, O0=J8TK Inc,. C=US
Validity:
Mot Before: Wed Jan 14 13:16:808 PST 2004
Mot After: Tue Oct 10 14:16:80 PDT 2886
Subject: CH=JS5TK Te=st Root CA,. OU=JS5TK Operations, O=JS5TK Inc, C=US
Extenszions:
H5HA%v3 Basic Constraints:
CA: TRUE. pathLen: 2
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Imiort the Signed Certificate into Java
keystore

S WINNT system 32 cond.exe

C:spankajstemp J3TE-1™1 .1*keytool —import —-keustore test.ks —alias dreamsite —fil!
le dreamsite.cer —storepass changeit

Top—level certificate in reply:

Ouner: CH=JS5TK Test Root CA. OU=JSTK Operations, O=J5TK Inc,. C=US
Iszuer: CH=JSTK Teszt Root CA,. OU=JETHK Operationz,. 0=J8TK Inc. G=US
Serial number: 64
Dalid from: Wed Jan 14 13:16:6860 PST 2884 until: Tue Oct 18 14:16:00 PDT Z6H6
Certificate fingerprints:
MD5: 6A:1C:A3:EA:A9:75:D4:23:7E:=CA:F1:AE:B?:17:F4:3F
SHAL: 99:A6:-71:5C:22:60:-45:63:AF:B6:-A7 8V :-P8:-72:33:B1:AB:EV:5A-48

--- iz not trusted. Install reply anyway? [nol:
Certificate reply was installed in kevystore

Civpankajstemps JSTE-1"1 .12
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Import CA Cert. Into Browser

For your own CA, extract the CA cert.
using JSTK utility certtool.

= | O WINNT system 32t cmd.exe

C:wpankaj«temp o JSTHK-1™1 .1 *hin~certtoo]l exportca —cerfile ca.cer —password capass

Exported Certificate written to file: ca.cer
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Import CA Cert. Into Browser (IE) Keystore

L WINNT system 32 cmd.exe

C:spankajs«tempsJSTHK-1™1 .1 *hin“certtoo]l exportca —cerfile ca.cer —password capass

Exported Certificate written to file: ca.cer

Internet Options - Content - Certificates
concass 21

[ferded purpose: | <Al =|
Othar Pacple | fnbsrmedisis Cartiication futhortes | Tnated oot Certfication futhariie: 4 | FJ
Besued Ta | 1smsed By | Expiratio... | Friendly e ]

Eatprpoon Hepdstt-Fackerd Frim 016003 aone
|'_—JI-'-|'JH|I||1-|' Fook Agarcy TGS ONors >
[ pes s b o Hesdstt-Facdkard Pricn .. T2BJ20D0H oMonas
|'=]Il'+-\.'r-lr-r-rr.~l Fa Thisedtes Feraeral Fres IENGETICE ons
[ [ragars. .., | fuchrsre
Certificate inbanded puposes

Import = Next - Browse
corticate mport waard

Fili b Trnpsnrt
Spiacilfy tha Fibe wous sank £o ngaoit.

Fila name
Criparkag etk 1.0, cs o8

Mobe: More than ore certificate can be stoned in & singhe File inth Follossng Formats:
Personal Infomation Exdhsngs- FECS #12 [ PFY, PL2)
Cryplogeaphe: MEssage Suwnkie Standind PUCS &7 CEticabes [ FTE)
Microsoft Serslzed Certficabs Sore { 55T

< fack Wt = ] Cancel
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Import CA Cert. Into |E

WEST2004

Internet Options - Content - Certificates

Certificates 2

Intended purpose: I-::AII::—

Personal IOther People I Inkermediate Certification Autharities I Trusted Rook Certificatior 4 I r I

| Issued By | Expirakia. .. | Friendly Name
Adriniskrator Adniniskrator al20jz103 <Mone =

Import... Export,.. Remove Advanced...

Certificate inkended purposes

Yiew

i

Close
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Configure Apache Tomcat

Modify conf\server .xml

<Connector className="org.apache.coyote.tomcat4.CoyoteConnector"

enableLookups=""true"

acceptCount="100" debug="0" scheme="https" secure=""true"
useURIValidationHack="false" disableUploadTimeout="true">
<Factory
className=""org.apache.coyote.tomcat4.CoyoteServerSocketFactory"
clientAuth="false" protocol="TLS"

keystoreFile="c:\\pankaj\\temp\\jstk-1.0.1\\test._ks"
keystorePass=""changeit" />
</Connector>
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WEST2004
Recap.

CA cert
generate key- D
pair, get CSR
CSR
——-
Import CA cert | D sign cert.
Cert. chain
Import cert.
Chain, modify D
config., start
server
——-
Web page request
\4 \4
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Getting a CA signed Personal Cert.

e Same steps as getting server
certificate. (so we can skip the details!)

— Generate self-signed cert (keytool —
genkey), provide identity information.

— Get Certificate Signing Request
— Get CA signed cert. in a cert-chain
— Import the cert-chain in Java keystore.

e But how to get the private key and the
certificate in the Browser? — Cannot
Import from Java keystore.
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Moving private key and cert from
Java keystore to Browser

e Export key-entry from java
keystore to a PKCS12 file.

—Cannot do with keytool. Use JSTK
utility crypttool.

4 LA WINNT  system32', cmd.exe

C:spankajstemp~JSTKE-1"™1 .1 >hin~crypttool export —-keystore test.ks —storepass chan
geit —alias pankaj —outform PKCS512

Exported PrivateKey to file: pankaj.pem

Appended CertificatedB to file: pankaj.pem

Appended Certificatedl to file: pankaj.pem

Converted PEM file pankaj.pem to PKCS512 file pankaj.pl2

jstemp . JETHK-1"1 .12

% MARCH 15-19, 2004, SANTA CLARA, CA



ADVANCE YOURSELF

2004

Import PKCSI12 file to Browser

Certificate Import Wizard x|

File to Import

Specify the file you want to impork,

File name:
C\pankajikempljstk-1.0. 1 pankaj.pl2

Mote: More than one certificate can be stored in a single file in the Following Forre=ke

x
Personal Information Exchange- PKCS #12 {.PFX, P12}
Password
Cryptographic Message Syntax Standard- PKCS #7 Certificates ( P7E) T msinksin sacurity, the privats kay jas protactsd wih 5 passeord,

Microsoft Serialized Certificate Store (L53T)

Type the pessveord For the privabs ey,
Passemnd

|++-| T

Iv Enable strong private kiry probection. You wil be |
< Back. Mext = prosgted avery b W privabe by is used by an |

[T Mk the priste key 2 suportshis

= [k et = Cancel
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Import PKCSI12 file ... (Contd.)

WEST2004

Chocse a seouiy kevel appiopinaie lor Hes dem

" High
Fimscpsicet oy paimasion with & paswoid when iz
i 12 b ol el

i hidam
Fiscpusst iy pusimmsizion when [hiz em i 1o be used

Bl ik o b ue i e
wthioat i

B Security level set to Medium Set Security Level.. |

Cancel Details... | vl I_L_-EE'I Cancel
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"Apéche Tomcat Configuration for
CERT-based Client Authentication

Modify conf\server .xml

<Connector className="org.apache.coyote.tomcat4.CoyoteConnector"

enableLookups=""true"

acceptCount="100" debug="0" scheme="https" secure=""true"

useURIValidationHack="false" disableUploadTimeout=""true'">

<Factory
className=""org.apache.coyote.tomcat4.CoyoteServerSocketFactory"

clientAuth="true"™ protocol="TLS"
keystoreFile="c:\\pankaj\\temp\\jstk-1.0.1\\test._ks"
keystorePass=""changeit” />

</Connector>
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Trusted CA Certs for Apache Tomcat

e By default Tomcat relies on the CA certs
supplied with the JRE.

e These certs are In truststore file
% JAVA HOME%\jre\lib\security\cacerts

e For our own CA, we would either

— import the CA cert in the default truststore;
or

— specify the truststore with the CA cert as
the truststore for Tomcat through JVM
system properties.
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Importing CA cert into the
default truststore

WYWINNT Y system3z2'y \l.exe

C:wpankajstemps~JSTE—1W1 .1 *keytool —-import —keystore *java_homexsjreslibwsecurity
“~cacerts —storepass changeit —file ca.cer —alias cal
Ovner: CH=JSTHK Test Root CA, OU=JS5TH Operations, O=JSTK Inc. C=US
Issuer: CH=JSTK Test Hoot CA, OU=J8TK Operations,. 0=J5TK Inc,. C=US
Serial numbher: 64
Dalid from: Wed Jan 14 13:16:88 PST 2884 until: Tue Oct 18 14:16:88 PDT 26886
Certificate fingerprints:

MD5: 6A:1C:A32:EA:A9:75:D4:23:7E:CA:F1:AE:B?:17:F4:3F

SHAL: 99:A6:71:5C:92:68:45%:63:AF:-B6:A9:87:98:-79:33:B1:A8:-E7:5A:48
Trust this certificate? [nol: yes
Certificate was added to keystore

Cispankajstemp s JSTE-1"1 1>
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communication

2004

User

C:\JSTK-1~1.1>keytool -genkey -alias veenae -keystore
test.ks -storepass changeit -keyalg rsa -dname
"CN=Veena Prakash, EMAIL=veena@]j2ee-security.net,
OU=Home, O=Family, L=Sunnyvale, S=CA, C=US"
Enter key password for <veenae>

(RETURN if same as keystore password):

C:\JSTK-1~1.1>keytool -certreq -alias veenae
-keystore test.ks -storepass changeit -file veenae.csr CA

C:\JSTK-1~1.1>bin\certtool issue -password capass
-csrfile veenae.csr -cerfile veenae.cer
Issued Certificate written to file: veenae.cer

C:\JSTK-1~1.1>keytool -import -alias veenae -keystore test.ks
-storepass changeit -file veenae.cer

C:\SDWEST—~1\src>java ToOPKCS12 -keystore c:\jstk-1.0.1\test.ks
-storepass changeit -alias veenae -outfile veenae.pl12
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Sending a signed and encrypted Message
with Outlook Express

Setup Certificate

(Tools - Accounts - Mail 2Properties 2> Security)

¥ veena@j2ee-security.net Properties 2=l

General' Sewersl Conrection  Security |.ﬁ.dvanced| &P |

Signing certificate

Select the zigning certificate below. Thiz will determine the digital
|0 uzed when zigning messages with this account.

LCertificate: YEENSE

E ncrypting preferences

Select the encryption certificate and algornthm. Theze are
included with your digitally zsighed meszages o others can zend

enciupted mail to you with theze settings.
Select... |

Certificate: Iveenae

Algorithr: | 3DES =l

(] | Cancel | Apply

compose Mail and secure it

=
fle Edt Wew [t Fpmat  Took  Messsgs  Help H
A T - TR PR T R~ =]
Gand Urdn | Check Spebrg | Attach Prioridy Son  Enosvpd Offes
Fromi  [veensiizeeceasty.nst  (vesnaliSae-peouiy ret) - B
B To:  [parsshiides-secuity st &

N e |

Sublect:  [Secure mad test

| A e S ez 0 EE¢EE exam -8 ®
=

Wary Confidertial
H
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Generate Key-pair:

C:\jstk>ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/Administrator/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/Administrator/.ssh/id_rsa.
Your public key has been saved in /home/Administrator/.ssh/id_rsa.pub.
The key fingerprint is:
0:14:86:eb:57:a6:07:ba:24:aa:13:2e:8c:26:12:7b Administrator@vishnu

Copying public key to the remote Server and establishing
session:

C:\jstk>ssh -l pankaj j2ee-security.net "mkdir .ssh; chmod 0700 .ssh"

pankaj@j2ee-security.net’s password:******

C:\jstk>scp —~Administrator/.ssh/id_rsa.pub \

pankaj@ j2ee-security.net:.ssh/authorized_keys2
pankaj@j2ee-security.net’s password:******
id_rsa.pub 100% 230 224.6KB/s  00:00

C:\jstk>ssh -l pankaj j2ee-security.net
[pankaj@j2ee-security pankaj]$
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Exchange of WS-Security protected
SOAP messages

handleRequest(){
sign(cl_prvk);

handTeRequest(){
verify(cl_pubk);
decrypt(sr_prvk);

verify(sr_pubk);

) encrypt(sr_pubk); % ’4 cleanup()
| L}
I |
client.ks / \ server.ks
, \ sr_prvk . .
L cl_prvk, ’ AN st pubk StringEchoService
Axis Client | o™ i |/ \ P
Library = e N Tomcat
et T~ Axis
s ~ .
\\ ////
\\ //
EchoClient “f 7 g
H \
client.ts N // server.ts
. sr_pubk N ’ cl_pub_k
WSSClientHandler P \ / —PUb_ WSSServiceHandler
\ /
\ ! .
Client JVM [ Service JVM
nandleResponse )y | ‘| handleResponse(){

decrypt(cl_prvk);
cleanup(Q
X

sign(sr_prvk);
encrypt(sr_pubk);
}
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Want to know more?

e J2EE Security for Servlets, EJBs and
Web Services (

)
e PKCS series

(
)
e Practical Cryptography
(
)

e |[ETF RFCs: 1421, 1422, 1423, 1424
and many more
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